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Certificate Import

Please apply the Ambit security certificate for a trusted and secure SSL-connection
to access our customer portal (Microsoft SharePoint)

The following message appears if the certificate is not installed:

{= Certificate Error: Navigation Blocked - Windows Internet Explorer

@\T_/ - |§‘ https:/fsps.ambit.chf ||

File Edit View Favorites Tools Help

ﬁ aby [ @ Certificate Errar: Mavigation Blocked y l

s
|.,@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.

@ Click here to close this webpage.

& Continue to this website (not recommended). |

@ More information

Choose “Continue to this website (not recommended).”

Download and save the Ambit Security Certificate from our support site
http://www.ambit.ch/crm-support.html or use the following download link:
http://www.ambit.ch/fileadmin/dateien/dokumente/Ambit Stammzertifizierungsstelle.cer

File Download - Security Warning

Do you want to open or save this file?

Mame:  Ambit_Stammzertifizierungsstelle. cer
Type: Security Certificate, 1,27KEB
Frorm: e, ambit,ch

Open “ Save I I Cancel

potentially harm vour computer. IF you dao nat trust the source, do not

|éj "While files from the Internet can be useful, this file type can
b
= open or gave this software, What's the risk?

Click Save


http://www.ambit.ch/crm-support.html�
http://www.ambit.ch/fileadmin/dateien/dokumente/Ambit_Stammzertifizierungsstelle.cer�

Installation of the Certificate

1. Click open

2.

load complete

¥ 4
]

Dovanload Complete

...mzertifizierungsstelle. cer From v, ambit,ch
(OO L LT L L LT
Downloaded: 1.27kBin 1 sec

Download ko . dambit_Stammzertifizierungs. ..

Transfer rate; 1.27KB)Sec

] Close this dislog box when download completes

[ Open " [ Open Folder l [ Cloze

Install the Certificate

Certificate

General | Details | Certification Path |

Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to:  Ambit Stammzertifizierungsskells

Issued by: Ambit Stammzertifizierungsskells

¥alid from 27.03,2008 to 27.03.2013

Issuer Statement




3. Choose "Next”

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps vou copy certificates, certificate trust
lists, and certificate revocation lisks From your disk ko a
certificate stare.

& certificate, which is issued by a certification authority, is
a confirmation of vour identity and contains infarmation
used to protect data or to establish secure networl:
connections. A certificate store is the system area where
certificates are kept.

To continue, click Mext.

I Mexk = I’ Cancel

4. Select “Place all certificates in the following store”

and click on “Browse”

Certificate Import Wizard E|

Certificate Store

Certificate store:

Certificate stores are system areas where certificates are kept,

Windows can autornatically select a certificate stare, or wou can specify a location Far
() Automatically select the certificate store based on the bype of certificate

(#) Flace all certificates in the Follawing store

Browse. ..

[ « Back " Mexk = ][ Cancel

]

5. Select “Trusted Root Certification Authorities” and click OK

Select Certificate Store

Select the certificate store wou want to use,

[ Personal A
BER] Trusted Roc tion Aukhori

(1 Enterprise Trust
[ Intermediate Certification Autharities

(23 Trusted Publishers
T30 1 Imbrnckad CerkFic sk

< b4

[]show physical skares

Ok l [ Cancel




6. Choose “Finish”

Certificate Import Wizard

Completing the Certificate Import
Wizard

‘ou have successfully completed the Certificate Import
wizard.

ou have specified the Following settings:

Certificate Store Selected by User  Trusted Root Certific,
Content Certificate
< | >

[ < Back " Finish l[ Cancel

7. Confirm the Security Warning with “Yes”

A

Security Warning .

‘ou are about toinstall a certificate From a certification authority (CA) claiming to represent:

Ambit: Stammzertifizierungsstelle

Windows cannot walidate that the certificate is actually From "Ambit Stammzertifizierungsstelle”, You should confirm its
origin by contacting "Ambit Stammzertifizierungsstelle”, The Following number will assist you in this process:

Thumbprint {shal): 156AAF39 BAZ9A488 ECD4ADOE ECASASS] EDED1487
Warning:
If wou install this oot certificate, Windows will automatically trust any certificate issued by this CaA, Instaling a

certificate with an unconfirmed thumbprint is a security risk, IF you click "Yes" vou acknowledge this risk.

Do you want bo install this certificate?

8. Click OK

Certificate Import Wizard [z|

n | ) The import was successful,

9. The Certificate is successful installed

I." SPSAmbit - Homepage - Windows Internet Explorer

certificate installed >>> ~| &

Datei
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Add Ambit SharePoint-Webpage (https://sps.ambit.ch) as trusted site

Open the Internet Explorer
Choose Menu Tools
Internet Options

Tab Security

Click on Trusted sites
Click on Sites

2B S

Internet Options

General | ecurity |F‘rival:3-' | Cantent | Cannections | Programs | Advanced |

Select a zone to view or change security setkings,

@ € v O

Inkernet Local intranet  QEEsRENE — Restricted
sikes

Trusted sites

Sites
J This zane conkains websites that you
- krust miok ko damage your compuker ar

wour Files,

Security level For this zone

Choose “Add”

Trusted sites E

) ¥ou can add and remove websites from this zone, &l websites in
’ this zone will use the zone's security settings.

Add this wehsite to the zone:

| https://sps.ambit.ch | I Aidd i: Click Add
Wehbsites:
htkps: [fsps, ambit. ch EIETERE

Require server verification (https:) for all sites in this zone

Close

And close

The Ambit SharePoint-Webpage is successful added as trusted site.
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